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Introduction

This document describes how to deploy the RM SafetyNet certificate to managed
Chromebooks.

If your RM SafetyNet devices include unmanaged Chromebooks and other operating
systems, make sure you download the files and documentation you need from
http://www.rm.com/googlessl

About the RM SafetyNet SSL Certificate

Google searches now utilise encryption technologies for added security. In order to perform
filtering on all Google searches the RM SafetyNet filtering service needs to decrypt, analyse,
and then re-encrypt all traffic using the RM SafetyNet security certificate. We have recently
updated our security certificate to use a stronger SHA-384 hash algorithm.

To prevent browsers showing a warning that the connection is insecure, this certificate must
be deployed as a Trusted Root Certificate to all computers and devices that browse via a RM
SafetyNet internet connection.

System requirements

e To manage multiple Chromebooks you need to have a G Suite for Education domain
(formerly ‘Google Apps for Education’) with enrolled devices.

o Chromebooks should be running Chrome OS version 54 or later.


http://www.rm.com/googlessl
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¢ You need to have an administrator account for Chromebook devices.

e You need to use the Google Chrome browser.

Before you start
For best practice we recommend you complete these tasks before you start the installation:

= Ensure you have access to a sample test client of each operating system variant or
device type on the network for testing purposes.

= Ensure all devices are up to date in terms of software deployment, and that no restarts
are pending.

Server downtime
No downtime is expected during the certificate deployment process.

Internet access for users will remain unaffected if the process is followed correctly.
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Deploying the certificate

In a G Suite environment, you can deploy the certificate centrally to all enrolled
Chromebooks in your G Suite domain. You can do this from any device with internet access.

Note Where deployment via G Suite is not possible, you can install the certificate manually
on each Chromebook. Illustrated instructions are provided in a separate guide,
Installing the RM SafetyNet Certificate on your Chromebook, which you can
download from http://www.rm.com/googlessl.

Browse to http://www.rm.com/googlessl.

2. Under Managed Chromebooks click the Certificate (G Suite) link.
(Here you can also download a PDF copy of these instructions.)

3. When the certificate has downloaded, click Show in folder (downloads)

¥ downloaded

1,117 B from www.rm.com

B Show in folder

and then double-click the file to mount it.

4. Log in to your Google Admin console at https://admin.google.com as a G Suite
administrator.
Click Device management.

= Admin console

MORE CONTROLS

5. In the left-hand pane, under Device Settings choose Network.


http://www.rm.com/googlessl
https://admin.google.com/
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6. Click Certificates.

= Device management > Network

Networks

Set up WiFi, VPN, and Ethernet networks for managed devices

Wi-Fi

Set up and manage WiFi networks

Ethernet

Set up and manage Etheret networks

VPN
Setu

Certificates

Manage netwark access certificates and requests

7. Click the Add certificate button, browse to the
RMEducationCA SHA384_pem_crt.zip file you downloaded and extracted in steps
2-3, select it and click Open.

8. Tick Use this certificate as an HTTPS certificate authority.

= Device management > Network > Certificates o

ORGANIZATIONS SETTINGS for gedu.demo.school2.rmschools.co.uk

~ gedu.demo.school2.rmsc...
Locally applied

Ed RM Seminars autum Issued by: RM Education Certification Authority, RM Education UK, RM Education Ltd
Issued to: RM Education Certification Authority, RM Education UK, RM Education Ltd

Exam devices Issued on'Nov 17,2014 Expires on: Feb 20, 2034
Restricted to: Chromebooks

ExpertsBar

This certificate is not being used by any networks REVERT

» NSSD kickoff
Multiple sign-in will be disabled for users where SSL-inspecting certs are in effect

RM Marketing ise this certificate as an HTTPS certificate authority

RM Pre-sales ' & HTTPS security may be severely compromised if the private key portion of this cerfificate isn't stored securely

» RM Product Management

» SafetyNet

. ADD CERTIFICATE
» Tech RM Seminars

SEND FEEDBACK

9. Click Save.

Settings typically take effect within minutes, but may take longer to propagate
through your organisation.
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Checking the certificate is deployed

To check that the certificate has deployed on a Chromebook, open Chrome and go to
http://certificatecheck.rm.com.

RM SafetyNet
SSL Filtering Certificate Test

Qur tests have confirmed that the RM certificate is correctly
deployed for this browser.

For more infarmation regarding SSL filtering and RM SafetyNet, please click here,

If your browser passes the test, this Chromebook has the certificate correctly installed.

If any security messages are displayed or the certificate is not signed by RM Education, please
contact RM support for guidance.


http://certificatecheck.rm.com/

