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Installing the RM SafetyNet Certificate on
your Windows computer

The new RM SafetyNet SSL certificate provides an upgraded protection standard (SHA384)
for encrypted Google searches on the computer when it's connected to the school
network.

This guide gives you simple instructions for downloading and installing the RM SafetyNet
certificate manually on a Windows computer.

To install this certificate you need to be logged on as a user with administrator rights on
the computer. (If it's your own computer you probably do have administrator rights.)

To download the certificate

If your network manager or teacher hasn't given you the certificate file, here's how
you can easily download it yourself:

1. At the computer open an internet browser and go to
http://www.rm.com/googlessl

2. Under Windows stand-alone click the Certificate link and save the certificate file
in a convenient location on your computer - for example, the Downloads folder.

To install the cerificate

1. At your Start menu or Start screen type run, type mmc and press Return.
(If a User Account Control warning message is displayed, click Yes to continue.)

The Microsoft Management Console window is displayed.

2. Inthe ‘Console..." window, from the File menu choose Add/Remove Snap-in...

Consolel - [Console Root] = B
File | Action View Favorites Window Help - [ =
L New Ctrl+N
__ Open... Ctrl+0 — Actions
Save Ctrl+5 Console Root N

Save As... There are no items to show in this view. :
Mare Actions

[ Add/Remove Snap-in... L\? Ctrl+M
Options...

1 eventvwr.msc
2 devmgmt.msc
3 compmgmt.msc

4 taskschd.msc

Exit

Enables you to add snap-ins to or remove them from the snap-in console.


http://www.rm.com/googlessl
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3.

4.

In the Add or Remove Snap-ins window, from the left-hand list select Certificates
and click Add.

Add or Remove Snap-ins

‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in vendor ~ [ Console Root Edit Extensions...
ActiveX Control Microsoft Cor... R —
Auﬂﬂorization Manager Microsoft Cor...
If'ﬁl Microsoft Cor...
. Component Services  Microsoft Cor... Maove Up
;é' Computer Managem... Microsoft Cor...
3 ) ) Move Down
g=a Device Manager Microsoft Cor... Add >
=1 Disk Management Microsoft and. ..
Q Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
_%r Group Policy Object ... Microsoft Cor...
@ IP Security Monitor Microsoft Cor...
@ IP Security Policy M...  Microsoft Cor...
%, Link to Web Address  Microsoft Cor... - Advanced. ..
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Caral

Select Computer account and click Next.

Certificates snap-in

This snap-in will always manage certfficates for:

() My user account

) Computer account

< Back Mext > Cancel

5. At the next screen click Finish.
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Select Computer

Select the computer you want this snap+n to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)

() Another computer: Browse...

[] Mllow the selected computer to be changed when launching from the command line. This
only applies f you save the console.

< Back Finish Cancel

Click OK to close the Add or Remove Snap-ins window.

In the Console window, expand Certificates (Local Computer) and then Trusted
Root Certification Authorities.
Right-click Certificates and choose All Tasks and then Import...

= Console1 - [Console Root]

File Action View Favorites Window Help

«= 5=z BE

_| Console Root Mame Actions
“ ‘J C..ErtFllflcates I(Local Computer] 5 Certificates (Local Computer) Console Root
| Persona
a || Trusted Root Certification Authorities Mere Actions

| Certifir=2==
 Enterprisd | AllTasks , [ i |
| Intermedi

. New Window from Here
| Trusted P

~| Untrusted Refresh

~| Third-Par|

| Trusted P .

| Client Authentication lssuers
| Smart Card Trusted Roots

| Trusted Devices

| Web Hosting

| Windows Live ID Token lssuer

Add a certificate to a store

8. In the Certificate Import Wizard window, click Next.

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept,

Store Location
Current User

® Local Machine

Ta continue, dick Next.

Cancel

9. Click Browse.
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(©) & Certificate Import Wizard

File to Impart
Specify the file you want to import.

File name:

Browse...

Mote: More than ane certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

Cancel

10. In the Open window, browse to the downloaded certificate file
RMEducationCA-SHA384.crt. Select it and click Open.

:(-. = 4 1 r smuldal + Downloads
Organize » New folder

-
ol Mame

[ Favorites
B Desktop
& Downloads

x| RMEducationCA-SHA384.crt

] Recent places
#& OneDrive
& Google Drive

ol Libraries

ﬂa‘ Homegroup

1M Computer
Sa Local Disk (C)

G Matnrl v

File name: | RMEducationCA-SHA384.crt

v & Search Safety Cert -l
=+ 0O @
Date modified Type Size
15/11/2016 19:37 Security Certificate 2KB
No preview
available.

w | | X509 Certificate (*.cer,*.crt) w

11. Back in the Certificate Import Wizard window, click Next and Next and Finish.

12. At the ‘import successful’ message, click OK.

13. Back in the Console window, in the left-hand pane select Certificates
(if you can't see it, expand Console Root, Certificates (Local Computer), Trusted

Root Certification Authorities)

and check that there is an entry for RM Education Certification Authority SHA-

384 in the list.
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Trusted Root Certification Authorities store contains 54 certificates.

ﬁ Censolel - [Censole Root' Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] - [m] x
% File Action View Favorites Window Help - 8 x
e nFE & XE = BE

| Console Root Issued To Issued By Expiration Dz * || Actions

M @ C‘.ert;ﬁcates I{LUCE‘ Computer) [ Microsoft Root Certificate Auth... Microsoft Root Certificate Authori...  23/06/2035 Certificates -

| Persona [ Microsoft Root Certificate Auth... Microsoft Root Certificate Authori...  22/03/2036

“| Trusted Root Certification Authoriti Maore Actions »
= ;Jceerti'finc:te: fication Authorities [ Network Solutions Certificate A.. Network Solutions Certificate Aut..  31/12/2030

| Enterprise Trust [SINO LIABILITY ACCEPTED, ()87 ... NO LIABILITY ACCEPTED, ()97 Ve.. 07/01/2004 RM Education Certification Authority SHA-384 &
1 Intermediste Certification Authorities 5l QuaVadis Root CA 2 QuoVadis Root CA 2 241172031 Mare Actions »
| Trusted Publishers 5] QuoVadis Root Certification Au.. QuoVadis Reot Certification Auth, 1770372021

| Untrusted Certificates M Education Certificati RM Education Certification Autho... 07/12/2036

| Third-Party Root Certification Authorities [l SecureTrust CA SecureTrust CA 31/12/2029

| Trusted People (5] Starfield Class 2 Certification A...  Starfield Class 2 Certification Auth... 29/06/2034

| Client Authenticatian Issuers (5 Starfield Root Certificate Autho...  Starfield Root Certificate Autherit..  31/12/2037

| Preview Build Roots [S5tartCom Certification Authority  StartCom Certification Authority 17/00/2036

| AAD Token lssuer [ Symantec Enterprise Mobile Re... Symantec Enterprise Mobile Root .. 14/03/2032

1 Other People I Thawte Premium Server CA Thawte Premium Server CA 3171272020

1 Homegroup Machine Certificates 5 thawte Primary Root CA thawte Primary Root CA 16/07/2036

| Local NonRemovable Certificates [l thawte Primary Root CA - G3 thawte Primary Root CA - G3 01/12/2037

‘J_ MSIEHistoryJournal 5] Thawte Timestamping CA Thawte Timestamping CA 31/12/2020

—| Remote Desktop 5] UTN-USERFirst-Hardware UTN-USERFirst-Hardware 09/07/2019

| Certificate Enrollment Requests 5] UTN-USERFirst- Object UTN-USERFirst-Object 09/07/2019

- immdcg"’ Trusted Roots []VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce... 16/07/2036

j “"”:T_‘ ;""es (5 VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce... 16/07/2036

eb Hosting y . - . . -
| Windouws Live ID Token lssuer =gl VeriSign Universal Root Certific.. VeriSign Universal Root Certificati..  01/12/2037 &
< >

14. Ensure that all internet browsers are closed.

15. To check that the certificate is working, open an internet browser and go to
http://certificatecheck.rm.com.

RM SafetyNet
SSL Filtering Certificate Test

Cur tests have confirmed that the RM certificate i1s correctly

deployed for this browser.

For more information regarding SSL filtering and RM SafetyMet, please click here.

If your browser passes the test, this computer has the certificate correctly installed.

RM SafetyNet can now provide the latest protection for encrypted Google searches on
this computer when it's connected to the school network.



http://certificatecheck.rm.com/

