RM Seminars

Securing your Network




Securing your Network




Securing your network




Contents Today's agenda

41 >; SgM M?MMCI H =1 HN? HNt
An updateon network infections angrotection

A look at recent developments and the most successful and effective infection methods
being used today so you can be prepared to help counteract and prevent infection on you
network Particularly the role social engineering and SPAM mails plays in these threats

Weuwill take a closer look at the role of vulnerability scanning and the affects this can have
help prevent infection.

We will look at the importance of backup and the best steps to take when planning your
backup strategy and recovery options
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Contents Today's agenda

We will loolat the importance of having a robust Anti Virus protection that protects not only
your local files and drives but cloud offerings and Office 3@&llas

SystenJsage Policies
Educating youusers
Whatto do if you do become infected
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This session is not designed to
scare you but rather to arm
your against the threat of
attack
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Ransomware — how does it work?




Ransomware How it works.

A Enduser receives an email that appearbe from theiboss or another trustworthy
source.
It contains a URL & application or similar.

A Thelink opens a browser window aditects the user to a website that sedeggtimate.
) Né¢ M ; =NO,; F F& exploit kit;hd$teddn-aAco.ck to\l@a@in@h (LLD).

A Uponloading the page, the wederver hosting the exploit kit begs@nmunicating
with the victim machine.
The server sends requests about versobiseftware such as Java to findunerable
version for which the kit has exploit
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Ransomware How it works.

A When a vulnerable version is confirntbd kit attempts to exploit the vulnerability.

Once successful, the exploit kit pustieen a malicious .EXEflE ? N¢ M =; FF
t3 L; HMI GQ; L ? Z7? R? Z¢nthd \BKn nGchiReGherCattedifits < CH; L
execute.

A Fromthis beachhead, the binary spavetsld processes, including
vssadmin.exéshadow copy), to delete existing shadowshe victim machine and
create new one® hide in

The attacker does this to lintiite possible recovery of files by the viatsimg Shadow
Copies that Windows stores a system.
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Ransomware How it works.

A Thebinary also createsowershelbexecutable to propagate copies of itsieibughout
the filesystem.
The executablalso searches the filesystem for filespafcific extensions and begins to
encryptthose files.

A Thepowershell.exe child process creata®e copiesf the originating malwareinary,
first in theAppDatadirectory, nexin the Start directory, and finally in the r@t
directory.

These copies are useddoonjunction with the registry modificatiotwsrestart the
malware upon reboot anlbgin events.
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Ramsomeware How it works.

Al @N?L ?H=L SJ N C iawaBehds (h€endvyptiGndajd o @€ fost M ¢
specific information back to tr@mmandand-control server.

A The server then sends a message taitten.

4BCM =1 OF> <?| @ RMBGUBEINE| AH? L N>Ixbl& Blso= N
Include directions that result downloading additional malware, whiehables the
attacker to steal credentialgom the victim as well.
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Ransomware
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Price will multiply on
01/01/1970

Time Left
00:00:00:00

Encrypted Files

Your files and documents have been encrypted!

What happened to my files?

Your photos, documents, and videos on this computer have been encrypted with
AES-256. To get your files back you will need to purchase your encryption key
within the set date, failing to pay will result in the destruction of your key.

How do | obtain my key?

The key produced for your computer is stored on our server. To obtain the unique
key for your computer, which will decrypt and recover your encrypted files, you will
need to pay a fee in Bitcoin/lUKash/PSC piror to the key destroy date. After that
your key will be destroyed and nobody will ever be able to recover your files.

Payment Method

Bitcoin (Cheapest Option - [0:8BTC

i i L

The ransom note
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“Ransomware is not the only
threat, it's just the beginning..”
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Prevention — the risks users face




Prevention The risks users face

What are the most common attack vectors?

A Malicious email attachment

A Browsing to infected sites

A#FC=ECHA | H 52, ¢M

A Unpatched networks/outdated plugimdook at the recent Java vulnerability
A Brute force attacks on RDP Sessions

A USB pen drives infected with ayttay malware
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Prevention The risks users face

What makes you most vulnerable?

A MisconfguredFirewalls/Security appliances and infrastructure

A7,1 . éM

A Access points

A Outdated AV

A Unpatched softwarekeep up talatepcentralise management usitfSUS
A Unprotected endpoints educate home users and protect BYOD

A UsersLast layer of defence against many attacks

A You are only as safe as your weakest link
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Prevention

"Hard shell, soft centre. The
problem with security in most
organisations is the
userbase..”
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Prevention Social Engineering

Social EngineeringWhat is it?

A All exposed to it daity our Kids are expert social enginekrs

A Advertising form of social engineering

A Psychological ManipulatianThe essence of marketing

A Selling or stealing passwommsame drivers applieolexploiting human weaknesses
A Fear, curiosity, greed, sympathy and urgency

A SPAM Emails prey on these emotions or simply trick users into opening spurious
attachments or links

A Social Medi@aE O F?; M? MB; L? NBCM¢ | L E#1JS ; H:
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Prevention Social Engineering

Social EngineeringCommon examples.

A The sympathy/empathy emotion
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Prevention Social Engineering

Could at least one friend please copy and repost (not share)? I'm trying to
demonstrate that someone is always listening.
#SuicideAwareness

s Like P Comment # Share
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Prevention Social Engineering

Social EngineeringCommon examples.

A Curiosity
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Prevention Social Engineering

Who Viewed Your Profile?

How you can easily see all your Top Profile Viewers here on Facebook. Do you know who visited your profile?

facebook

Notitications.

Jay Bekdog viewed your profile
u 22 minutes ago

Facebook Profile Statistics

As of February 20th, Facebook is required to show you who has been viewing your
profile. Users will be abie to get details about who viewed their profile. We believe that
this open approaches towards data will help protect our users from abuse and harass-
ment. Getting access to your stats is easy, just folow the simple instructions. Get started
now and see who viewed your profile and find out your history of your Top Profile

Viewers,
Get Started
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Prevention Social Engineering

Social EngineeringCommon examples.

A Greed
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Prevention Social Engineering

Dear taxpayer,

You are receiving this notification because your tax refund request has been processed.
Please find attached a copy of the approved 1040A form you have submitted, containing your personal information and signature.
On the last page, you can also find the wire transfer confirmation from the bank.

Transaction type : Tax Refund
Payment method : Wire transfer
Amount : $7592

Status : Processed

Form : 1040A

Additional information regarding tax refunds can be found on our website: http://www.irs.gov/Refunds.
Please note that IRS will never ask you to disclose personal or payment information in an email.

Regards,

Internal Revenue Service

Address: 1111 Constitution Avenue, NW
Washington, DC 20224
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Prevention
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Greetings to you my friend,

I know this will come to you as a surprise because you do not know me.
Tam John Alison I work in Central Bank of Nigena, packaging and courier department,

I got your contact among others from a search on the intemet and I was inspired to seek your
co-operation, I want you to help me clear this consignment that is already in theEurope which I shipped
through our CBN accredited courier agent. The content of the package is $20.000.000.00 all in $100 bills,
but the courier company does not know that the consignment contains money.

Al Twant you to do for me now is to give me your mailing address, your private phone and fax number,
and I believe that at the end of the day you will have 50% and 50% will be for me. My identity must not
be revealed to anybody.

If this arrangement 1s okay by you. you can call

Social Engineering
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Prevention Social Engineering

“Mobile phone are users more
vulnerable to email phishing
scams..”
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Prevention

Social Engineering

Mon 13

Amazon.com <amazon@amazon-sales.com>
Your Amazon.com order has shipped (#611-14428311-1053005825)

To M Gail Fletcher

Retention Policy  Junk Email (30 days)

amazon Shipping Confirmation
Hello,

Your order "Apple iPhone 7 AT&T 128 GB (Jet Black) Locked to AT&T" has shipped.
Below you can find the invoice and the shipping details.
Details

Order #611-14428311-1053005825

Expected delivery date:
February 13, 2017

Total including shipping:
$669.99

Order details

Depending on the ship speed you chose, it may take 24 hours for tracking informaticn to be available in your account.
We hope to see you again soon.
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Prevention Social Engineering
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The most common attacks




Social Engineering Common attack vectors

Social EngineeringCommon Types of attack

A Baitingo Attackers conduct baiting attacks when they leave a malintreted device,
such as a USB flash drive or CD, in a place where someone likelyitwill find

A Quidpro quon A quid pro quo attack occurs when attackers request private information
from someone in exchange for something desirable or some type of compensation.

A Phishingp Phishing occurs when an attacker makes fraudulent communications with a
victim that are disguised as legitimate, often claiming or seeming to be from a trusted
source. In a phishing attack the recipient is tricked into installing malware on their devic
or sharing personal, financial, or business information
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Social Engineering Common attack vectors

Social EngineeringCommon Types of attack

A Spear phishing Spear phishing is a highly targeted type of phishing attack that focuses
on a specific individual or organization.

A Pretexting Pretexting occurs when an attacker fabricates false circumstances to compe
a victim into providing access to sensitive data or protected systems.

A Tailgatingo Tailgating is a physical social engineering technique that occurs when
unauthorized individuals follow authorized individuals into an otherwise skeaatBon

A-CM=1 HO@CAOL ?-Areyodrgscurk?. 7, ! . ¢ M
A Browsers and PluginRansomware can also be introduced by doyelownloads
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Social Engineering Common attack vectors

Social EngineeringCommon Types of attack

A Business Email Compromis8EC

A AKA CEO Fraud

A Relatively Low Tech butt very successful

A Organisations worldwide have lost $3bn over the last three years
A Email address spoofing attacks

A A lot of school bursars halveen targeted

RM Seminars

Securing your network.



Cross site Scripting




Prevention Cross site Scripting

Cross site scripting
An XSS attack needs three actors

A the website
A the victim
A the attacker
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Threats Cross site Scripting

Cross site scripting: How does it work?

A A cross site scripting attack is typically done with a spewiitgd URLthat an attacker
provides to theivictim

A Maliciousscripts are injected into otherwise benign and trusted sitels

A Links can come via an email or a post on a social media Haghtags are common
vectors.
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Threats Cross site Scripting

Cross site scripting:

AIntL>?L NI LOH G; FC=CIOM *; P;3=LCJN =1
a way to inject a payload into a web page that the victim visits. Of course, an attacker
could use social engineering techniques to convince a user to visit a vulnerable page w
an injected JavaScript payload

A In order for an XSS attack to take place the vulnerable website needs to directly include
user input in its pages. An attacker can then insert a string that will be used within the
Q?< J; A? ; H> NL?; N?> ;M =]1>? <S NB? P
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Threats Cross site Scripting

Cross site scripting:

A Malicious JavaScript has access to all the same objects the rest of the web page has,
Including access to cookies. Cookies are often used to store session tokens, if an attac
=; H I <N; CH ; OM?LéM M?MMGerH =11 EC?¢ N

A The above, in combination with social engineering, allow attackers to pull off advanced
attacks including cookie theft, keylogging, phishing and identity theft.

A Critically XSS vulnerabilities provide the perfect ground for attackers to escalate attacks
to more serious ones
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Threats Cross site Scripting

Cross site scripting:
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