






4I>;SɇM M?MMCIH =IHN?HNȽ

An update on network infections and protection

A look at recent developments and the most successful and effective infection methods 
being used today so you can be prepared to help counteract and prevent infection on your 
network. Particularly the role social engineering and SPAM mails plays  in these threats

We will take a closer look at the role of vulnerability scanning and the affects this can have to 
help prevent infection. 

We will look at the importance of backup and the best steps to take when planning your 
backup strategy and recovery options



We will look at the importance of having a robust Anti Virus protection that protects not only 
your local files and drives but cloud offerings and Office 365 as well

System Usage Policies

Educating your users

What to do if you do become infected











Å End user receives an email that appearsto be from their boss or another trustworthy 
source.
It contains a URL toan application or similar.

Å The link opens a browser window anddirects the user to a website that seemslegitimate.
)NɇM ;=NO;FFS ; F;H>CHA J;A? @ILan exploit kit hosted in a .co.cc top leveldomain (TLD).

Å Upon loading the page, the webserver hosting the exploit kit beginscommunicating 
with the victim machine.
The server sends requests about versionsof software such as Java to find avulnerable 
version for which the kit hasan exploit.



ÅWhen a vulnerable version is confirmed,the kit attempts to exploit the vulnerability.
Once successful, the exploit kit pushesdown a malicious .EXE file ɒF?NɇM =;FF 
itɈL;HMIGQ;L?Ȼ?R?Ȼɉ 4B? G;FC=CIOM <CH;LSon the victim machine then attemptsto 
execute.

Å From this beachhead, the binary spawnschild processes, including 
vssadmin.exe(shadow copy), to delete existing shadowson the victim machine and 
create new onesto hide in.
The attacker does this to limitthe possible recovery of files by the victimusing Shadow 
Copies that Windows storeson a system.



Å The binary also creates a powershellexecutable to propagate copies of itselfthroughout 
the filesystem.
The executablealso searches the filesystem for files ofspecific extensions and begins to 
encryptthose files.

Å The powershell.exe child process createsthree copiesof the originating malwarebinary, 
first in the AppDatadirectory, nextin the Start directory, and finally in the rootC:\
directory.
These copies are used inconjunction with the registry modificationsto restart the 
malware upon reboot andlogin events.



Å!@N?L ?H=LSJNCHA NB? PC=NCGɇM @CF?Mȼ NB?malware sends the encryption keyandother host-
specific information back to thecommand-and-control server.

Å The server then sends a message to thevictim.
4BCM =IOF> <? ; MCGJF? Ɉ;F?LN OM?LI@ ?H=LSJNCIH ;H> >CL?=NCIHM IH J;SCHA OMȻɉIt could also 
include directions that resultin downloading additional malware, whichenables the 
attacker to steal credentialsfrom the victim as well.











What are the most common attack vectors?

Å Malicious email attachment

Å Browsing to infected sites 

Å#FC=ECHA IH 52,ɇM

Å Unpatched networks/outdated plugins ɒlook at the recent Java vulnerability

Å Brute force attacks on RDP Sessions

Å USB pen drives infected with auto-play malware



What makes you most vulnerable?

Å Mis-confguredFirewalls/Security appliances and infrastructure

Å7,!.ɇM

Å Access points

Å Outdated AV 

Å Unpatched software ɒkeep up to date ɒcentralise management using WSUS

Å Unprotected endpoints ɒeducate home users and protect BYOD

Å Users ɒLast layer of defence against many attacks

Å You are only as safe as your weakest link





Social Engineering ɒWhat is it?

Å All exposed to it daily ɒour Kids are expert social engineers J

Å Advertising ɒform of social engineering 

Å Psychological Manipulation ɒThe essence of marketing

Å Selling or stealing passwordsɒsame drivers applied ɒexploiting human weaknesses

Å Fear, curiosity, greed, sympathy and urgency

Å SPAM Emails prey on these emotions or simply trick users into opening spurious 
attachments or links

Å Social Media ɒɆ0F?;M? MB;L? NBCMɇ IL Ɇ#IJS ;H> J;MN?ɇ ɆȜȜˠ I@ J?IJF? QIHɇN >I NBCMɇ



Social Engineering ɒCommon examples.

Å The sympathy/empathy emotion 





Social Engineering ɒCommon examples. 

Å Curiosity





Social Engineering ɒCommon examples. 

Å Greed















Social Engineering ɒCommon Types of attack

Å BaitingɒAttackers conduct baiting attacks when they leave a malware-infected device, 
such as a USB flash drive or CD, in a place where someone likely will find it 

Å Quid pro quoɒA quid pro quo attack occurs when attackers request private information 
from someone in exchange for something desirable or some type of compensation. 

Å PhishingɒPhishing occurs when an attacker makes fraudulent communications with a 
victim that are disguised as legitimate, often claiming or seeming to be from a trusted 
source. In a phishing attack the recipient is tricked into installing malware on their device 
or sharing personal, financial, or business information



Social Engineering ɒCommon Types of attack

Å Spear phishingɒSpear phishing is a highly targeted type of phishing attack that focuses 
on a specific individual or organization. 

Å PretextingɒPretexting occurs when an attacker fabricates false circumstances to compel 
a victim into providing access to sensitive data or protected systems. 

Å TailgatingɒTailgating is a physical social engineering technique that occurs when 
unauthorized individuals follow authorized individuals into an otherwise secure location

Å-CM=IH@CAOL?> !0ɇM IL 7,!.ɇM - Are yours secure?

Å Browsers and Plugins -Ransomware can also be introduced by drive-by downloads 



Social Engineering ɒCommon Types of attack

Å Business Email Compromise ɒBEC

Å AKA ɒCEO Fraud  

Å Relatively Low Tech butt very successful

Å Organisations worldwide have lost $3bn over the last three years

Å Email address spoofing attacks

Å A lot of school bursars have been targeted





Cross site scripting

An XSS attack needs three actors 

Å the website

Å the victim

Å the attacker



Cross site scripting: How does it work?

Å A cross site scripting attack is typically done with a specially crafted URL  that an attacker 
provides to their victim

Å Malicious scripts are injected into otherwise benign and trusted web sites

Å Links can  come via an email or a post on a social media page -Hashtags are common 
vectors.



Cross site scripting: 

Å In IL>?L NI LOH G;FC=CIOM *;P;3=LCJN =I>? CH ; PC=NCGɇM <LIQM?Lȼ ;H ;NN;=E?L GOMN @CLMN @CH> 
a way to inject a payload into a web page that the victim visits. Of course, an attacker 
could use social engineering techniques to convince a user to visit a vulnerable page with 
an injected JavaScript payload.

Å In order for an XSS attack to take place the vulnerable website needs to directly include 
user input in its pages. An attacker can then insert a string that will be used within the 
Q?< J;A? ;H> NL?;N?> ;M =I>? <S NB? PC=NCGɇM <LIQM?L



Cross site scripting: 

Å Malicious JavaScript has access to all the same objects the rest of the web page has, 
including access to cookies. Cookies are often used to store session tokens, if an attacker 
=;H I<N;CH ; OM?LɇM M?MMCIH =IIEC?ȼ NB?S =;H CGJ?LMIH;N? NB;N user

Å The above, in combination with social engineering, allow attackers to pull off advanced 
attacks including cookie theft, keylogging, phishing and identity theft. 

Å Critically, XSS vulnerabilities provide the perfect ground for attackers to escalate attacks 
to more serious ones



Cross site scripting:


